TOORA PRIMARY SCHOOL

Student CyberSafety Handbook

What does cyber safety look like at Toora P.S?
At Toora Primary School, eSmart is the guiding process to help us stay SMART, SAFE and
RESPONSIBLE online. It was created by the Alannah and Madeleine Foundation to help
protect you when you are using the internet.
eSmart is:
- A system designed to help our school improve cybersafety and deal with cyberbullying and
bullying.
- A program that helps you to become aware of the risks you may encounter online and help
you enjoy all the benefits of using the internet safely.
When you are eSmart you:
- Act responsibly and safely online.
- Have the knowledge to guard against security and privacy risks online.
- Can research and download information in a legal way.
- Manage your reputation and relationships online.
- Lead the way and promote internet safety in our school.
What to do if you have experience cyber bullying online :
- Tell your teachers and parents what is happening.
- Report incidents via the Bullying Box anonymously.
- Use the cyber safety help button which can be found at:
http://www.cybersafety.dbcde.gov.au/helpandadvice
- If someone sends you an inappropriate picture delete it immediately and inform your
classroom teacher.

Toora Primary High 5 Values
Toora Primary School promotes the smart, safe and responsible use of technology through our
school values:

Be Safe - Act responsibly when using technology and interacting with others
online. Keep your passwords and identity safe.

Be Fair -Treat ICT equipment with respect so all can use it.

Think - Only use trusted sites and confide in a trusted adult if you experience
difficulty online.
Learn - Use technology effectively to enhance learning.

Care - Respect the rights and feelings of others online.

TOORA PRIMARY SCHOOL
The Acceptable Use of ICT Policy
As a student of Toora Primary School, I understand that when I use the Internet and school ICT equipment, I
have responsibilities and rules to follow.
These include:
Respect Yourself
I will select online names that are appropriate. I will consider the information and images that I post
online whenever and wherever I am. I will only take photographs after gaining a teacher’s
permission.
Protect Yourself
I will make sure that the information I put online will not put me at risk. I will not share my password or
login details with anyone else. I will report people who try to bully me. I will talk to a teacher if I feel
uncomfortable or unsafe online.
Respect Others
I will show respect to others and not bully them. I will not visit inappropriate websites or enter other
people’s private areas. I will record and photograph others only if directed by a teacher. I will ask the
person’s permission prior to taking their image and have written permission if the activity involves
uploading their image.
Protect Others
I will protect others by reporting any bullying and inappropriate behaviour that I see.
Respect Copyright
I will not copy other people’s work without giving them credit. I will not download music or images
without permission.
Respect Equipment
I will treat digital devices appropriately. I will ask permission before downloading programs,
including games or aps on devices.

